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Abstract: The objective of this review is to analyze the possible security concerns within a cloud infrastructure and check 

the validity of current solutions in mitigating the alarming security issues that this technological advancement brings. As 

more and more organizations embrace the cloud, the need to assess and control security threats to safeguard confidential 

information and system integrity becomes imperative. This review analyzes the existing and anticipated security 

challenges, as well as the existing solutions for overcoming them, such as encryption, access control, and incident 

management systems. The deductive components of this research select best practices forecast future extensions and 

combines them as an extensive inventory of major issues and areas that require research. Despite the huge array of tactics 

for prevention and remedy rapidly advancing technology provides a constant challenge. It brings the question of how any 

system can be regarded as secure in the long run because of the constant technology change one is forced to adapt with. 

This paper, therefore, calls for the implementation of security measures that are proactive and forward thinking and the 

critical need for further studies to develop strategies that will suit the ever-changing cloud-based system of today.  
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I. INTRODUCTION 

 

Cloud computing has evolved through several 

implementations, such as Software as a Service (SaaS), grid 

and utility computing, and application service provision 

(ASP). Setting the foundation for ARPANET in 1969, the 

fundamental idea began in the 1960s when J.C.R. Licklider 

pondered the concept of a "intergalactic computer network" 

that would allow for global communication and access to data 

and programs. [1]  

 

Because cloud computing offers processing, storage, and 

software-based services, it has become widely accepted by 

both individuals and organisations. By offering its clients on 

demand pay-per-use services, it helps them deal with their 

resource scarcity problems [2]. Since the rising quantity of 

fresh advancements in cloud computing platforms, security 

issues become a major concern in relation to this technology 

[3]. Clearly more people and companies are using cloud 

services, software, and infrastructure following the epidemic 

as they can be accessed anywhere and at any moment. 

 

In response to the growing number of security threats, 

security systems have advanced over the past years. Various 

countermeasures can detect and fix attacks emerging due to 

networks such as botnets and stepping-stone attacks. 

Cryptographic methods help to reduce the possibility of data 

protection attack violaations. Using authentication systems, 

the vulnerabilities based on VM and hypervisor are addressed. 

In a same vein, intrusion detection systems help to control 

assaults employing denial or theft-of- service. Privacy laws 

like ECPA and HIPAA have been applied for the risks leading 

to the information disclosure to third parties [8–10]. 

 

While at the same time stressing the elements of security 

that are crucial when deploying computing systems that are 

cloud-based, this work intends to investigate and evaluate the 

perspective towards cloud computing. Moreover, the study 

addresses some of the technical features and normative 

approaches towards the idea of cloud computing together with 

an architectural perspective taken in line with this. Following 

this, the study looks at the numerous security issues the 

emergence of cloud computing presents.  
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Understanding the technology challenges and grasping 

the security concerns helps the research study to show an all 

inclusive study of cloud computing throughout the course. 

Various strategies for managing the security concerns of cloud 

computing are discussed; it is underlined that no one 

mechanism Cloud Computing Structure and Terminologies 

can completely eradicate these threats. 

 

II. OVERVIEW OF CLOUD SERVICES 

 

Cloud storage allows users to store and retrieve data 

online. Being a storage service means users can retrieve data 

from the space. The cloud stores consumer-created files and 

apps. The competitive nature of today's environment forces 

most people to use additional storage systems for personal or 

organizational files, driving up demand. Cloud systems' more 

substantial benefits, such as the ability to access superior 

storage services at lower rates and faster times, have raised 

demand for cloud and outsourced services [11]. 

 

Cloud computing, commonly known as "the cloud," 

provides servers, databases, networking, analytics, and more 

over the internet, accelerating development and optimizing 

resources. Cloud computing is defined by NIST as a concept 

for providing on-demand access to a shared pool of 

programmable computer resources that can be quickly 

assigned with minimal supervision. Future cloud computing 

will include AI, IoT, and edge computing, causing even more 

changes in all sectors. Finally, prediction models show that 

cloud services will continue to grow and that hybrid and 

multi-cloud infrastructures will be prioritized. 

 

 Cloud Computing: Stakeholders): 

In cloud computing, stakeholders are a wide spectrum of 

entities that interact in its ecosystem:  

 

 Cloud Service Providers (CSPs):  

Businesses like Amazon Web Services (AWS), 

Microsoft Azure, and Google Cloud Platform (GCP) offering 

cloud-based services (CSPs) [12]  

 

 Consumers:  

Companies and personal consumers using cloud services 

for storage, computation, and other purposes [12]. 

 

 Developers:  

Professionals making use of cloud environments 

to create, implement, and manage applications [12].  

 

 Regulators:  

Authorities and institutions verifying cloud services 

fulfil security and compliance requirements [12].  

 

 Third-Party Vendors:  

Entities providing supplementary tools and services, 

such as monitoring and security solutions [12]. 

 

 Cloud Computing Delivery Frameworks: 

Delivery models for cloud computing are critical. The 

three main delivery models with differing degrees of 

responsibility sharing are:  

 

 Software as a Service (SaaS):  

SaaS is a cloud service provider's whole software suite 

that you pay for by usage. SaaS | Microsoft Azure, n.d.). You 

rent an app for your company, and users access it via a web 

browser. The service provider's data center houses all 

infrastructure, middleware, app software, and app data. The 

service provider controls hardware and software and ensures 

app and data availability and security with the right service 

agreement. SaaS lets your company launch an app rapidly and 

cheaply [13].  

 

 Platform as a Service (PaaS):  

PaaS is a large cloud-based development and 

deployment environment that lets you build everything from 

simple cloud apps to advanced cloud-enabled commercial 

apps. You pay-as-you-go for cloud infrastructure and 

customize it online. In addition to servers, storage, and 

networking, PaaS offers middleware, development tools, 

business intelligence (BI) services, database management 

systems, and more. What's PaaS? PaaS | Microsoft Azure, 

n.d.). PaaS supports web application development, testing, 

deployment, management, and updates. PaaS saves you 

money and time on software licenses, application 

infrastructure, middleware, container orchestrators like 

Kubernetes, development tools, and other resources. 

Developers manage apps and services, while cloud service 

providers handle everything else [14].  

 

 Infrastructure as a Service (IaaS):  

As a cloud computing service, infrastructure as a service 

(IaaS) offers basic compute, storage, and networking 

functions on demand. Cloud computing services include SaaS, 

PaaS, serverless, and IaaS. Moving to an IaaS solution 

reduces data center maintenance, hardware expenses, and 

provides real-time business information. With IaaS, you may 

scale IT resources up and down as needed. IaaS | Microsoft 

Azure, n.d. They also speed up application provisioning and 

improve infrastructure dependability. IaaS eliminates the cost 

and hassle of owning and operating physical servers and data 

center equipment. Each resource is an independent service 

component, and you only pay for what you use. Azure 

maintains infrastructure while you buy, install, configure, and 

manage software including operating systems, middleware, 

and apps [15].  

 

 The Five Types of Cloud Deployment Models: 

A cloud deployment methodology configures a cloud 

computing solution for end-user access and resource 

utilization. It describes cloud resource ownership, solution 

operating level, and user access to end components. 

 

 Public Cloud:  

The public cloud is the most common sort of cloud-

based technology implementation. Third-party public clouds 

offer infrastructure and software on a pay-as-you-go basis. 

Large data centers feed these clouds by allocating resources to 

clients according to agreements or automatically based on 

traffic and demand [17-18].  

 

These arrangements are easier to maintain than others 

since users have limited administrative obligations. A wide 

community of specialists and internet tools aid 

troubleshooting and problem-solving. Public clouds are cost-
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effective because users only pay for the resources they utilize 

[12,17-18].  

 

Security, data retention, and privacy remain major 

concerns. Customers, usually end users, subscribe to ready-to-

use applications using the SaaS model (Bokhari et al., 2018). 

We can assume that something public is less secure than 

something private. Public cloud environments are less secure 

than private setups, security breaches can be devastating due 

to delayed response times, and companies can rarely 

guarantee the following due to the distributed nature of the 

cloud [17-18]. 

 

 Private Cloud:  

Private cloud computing infrastructures are unlike public 

clouds and more like on-premises setups. A private cloud 

arrangement involves the client owning infrastructure (an 

internal cloud) or leasing dedicated hardware (a virtual private 

cloud). [17-18]. 

 

 Both clients have direct access to the underlying 

infrastructure and can control it more since it's not being 

utilized to run and maintain other cloud-based services [12]. 

 

Because they are private and less apparent to malevolent 

parties, private clouds can improve security. Keeping this 

level of protection is difficult, expensive, and time-

consuming. An already sophisticated system is hampered by 

private cloud scalability costs and complexity. [17-18]. 

 

 Hybrid Cloud:  

A hybrid cloud combines public and private clouds. 

Clients may utilise a private cloud for certain data, workflows, 

or procedures necessitating enhanced security or compliance, 

while leveraging the scalability and cost-efficiency of public 

clouds for less sensitive operations. This architecture is 

popular for balancing security, performance, and efficiency. 

AWS, Google Cloud, and Microsoft Azure facilitate hybrid 

cloud integration, making data management easier. [16-17]. 

 

 Community Cloud:  

Community cloud is the least popular of the four 

National Institute of Standards models. It works like a private 

cloud but is shared by numerous companies with similar 

needs. This notion benefits collectives who want to share 

resources and expenses but can't manage a cloud solution [16-

19].  

 

Governments and nonprofits who need to work together 

in trust use community clouds. 

 

Community clouds work like private clouds except from 

sharing resources and expenses across multiple enterprises. 

The participating organizations may own the infrastructure 

and cloud solution, or a cloud provider may provide exclusive 

access to certain clients [16-19].  

 

A provider may jointly own or manage infrastructure 

and provide exclusive access to participating firms. 

Community clouds are rarely used but could develop as cloud 

adoption rises worldwide [16-19]. 

 

 

 Multi Cloud:  

Unlike the others, NIST does not accept the multi-cloud 

model. It uses middleware to connect many public or private 

clouds [16]. 

 

Integration of services from diverse providers has gotten 

easier as cloud computing technologies have matured, 

allowing enterprises to leverage a mix of solutions and avoid 

vendor dependence. Many providers enable multi-cloud 

integration, although specialized middleware solutions are 

also available. [16]. 

 

Maintaining access to several systems in a multi-cloud 

deployment architecture is costly and risky for business and 

finances. Administrators must master numerous platforms and 

workflows, complicating company operations [16-17]. 

 

III. SECURITY CONCERNS IN CLOUD 

COMPUTING 

 

Threats must be mitigated at four fundamental levels in 

the design and implementation of cloud infrastructure 

security: data, application, network, and host [19]. Prior to 

cloud computing being considered a reliable option in 

corporate computing, several difficulties must be addressed. 

Businesses are really concerned about relinquishing physical 

control over their cloud-stored data. Until date, service 

providers have struggled to ensure that a business's data is 

consistently stored on designated servers in specific areas 

[20].  

 

Cloud computing presents a transformative potential for 

developing nations, allowing them to leverage advanced 

information technology without the substantial initial 

expenditures that have historically created obstacles. 

Nonetheless, this opportunity is accompanied with 

considerable concerns. Data security, physical control, and 

privacy continue to pose significant issues, as data is 

frequently housed on remote servers whose precise location 

and access cannot always be assured by service providers, 

rendering organisations susceptible to possible security and 

privacy threats. The strategic strategies enacted by cloud 

providers are essential for safeguarding customers' personal or 

corporate data, as technical solutions alone are unable to 

comprehensively resolve the issue (Joint & Baker, 2011).  

 

Additionally, trust presents a significant challenge, 

raising further security concerns regarding the use of cloud 

services. This is because trust is intrinsically linked to the 

credibility and reliability of cloud service providers (Ryan & 

Falvy,2012). One very significant issue that is common and 

yet not addressed as much is the human aspect.  

 

Human negligence in the form of operational blunders 

like incorrect setting of configurations, password 

management, or simply lack of security precautions can 

compromise cloud systems greatly. Phishing attacks remain a 

major threat, as employees can be manipulated into revealing 

credentials, giving attackers access to critical systems.  

 

The CIA Triad, which stands for Confidentiality, 

Integrity, and Availability, offers a basic foundation for cloud 

security to guard against these weaknesses. Only those who 
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are authorised can access sensitive information thanks to 

confidentiality. Integrity prevents data from being tampered 

with or changed. Availability guarantees that resources and 

data are consistently available when required [21]. These 

guidelines serve as the foundation for security concerns and 

have a direct impact on the tactics used to lessen cloud 

computing assaults, including: 

 

 Network Based Attacks: 

Cloud computers on a platform are linked to external 

systems through a network. Malicious attackers could exploit 

this as an entry point to capitalise on vulnerabilities, get 

access, and compromise the security of the cloud 

infrastructure. An assailant may launch an attack that 

diminishes cloud service performance and, in severe cases, 

endangers the privacy and security of sensitive data (Khan, 

2016).  

 

Several network-based assaults will be examined in this 

analysis; each one presents different threats to the cloud 

environment.  

 

 Host Based Attacks: 

Host-based attacks target vulnerabilities in the 

virtualization components of cloud environments, such as 

hypervisors and virtual machines (VMs) [19,23].  

 

Since many VMs share the same physical hardware, an 

attacker compromising the hypervisor can gain control over 

all associated VMs, resulting in widespread security breaches 

[19,23].  

 

Additionally, as user data is stored across distributed 

servers managed by Cloud Service Providers (CSPs), risks 

include unauthorized access to data, data corruption, and loss 

of confidentiality. Strict access controls for CSP employees, 

combined with encrypted backups and redundancy, are 

essential to safeguard data integrity and ensure effective 

recovery in case of an attack [19,24]. 

 

 Application Based Attacks: 

Application-based attacks in a cloud environment target 

vulnerabilities within cloud applications and services, often 

exploiting weak points in authentication, access control, and 

resources [25]. One common attack is insecure APIs, where 

attackers exploit flaws in cloud service interfaces to gain 

unauthorized access or manipulate cloud resources. These 

vulnerabilities may stem from poor validation, improper 

authentication, or insufficient encryption protocols in API 

communication (Ryan & Falvy, 2012).  

 

Apart from the loss of data and integrity of the cloud 

instances, resource abuse occurs when attackers exploit 

cloud resources for malicious purposes, such as running 

unauthorized applications or launching attacks from the cloud 

environment, impacting both the service and other users. 

 

 

 

 

 

 

IV. COMMON CLOUD ATTACKS AND THEIR 

IMPLICATIONS 

 

 Denial-of-Service (DoS) and Distributed Denial-of- 

Service (DDoS) Attacks: 

   Network availability problems include DoS, DDoS, 

and DNS attacks, among other types of attacks. DoS and 

DDoS attacks overload the backend with too many repeated 

requests, which prevents the services or bandwidth from 

being provided. The major objective is to take over resources, 

like CPU time or network bandwidth, so that authorized users 

can't utilize the services. Furthermore, by imitating authentic 

online traffic and employing many agents to execute the 

DDoS assault, attackers seek to hide their identity [21]. 

Unlike DoS attacks, DDoS attacks are more potent, as they 

are launched from multiple sources and include the creation 

of an army of bots or zombies to launch an attack. A botnet is 

a collection of these zombies [26]. 

 

Cloud computing resources are seen as primary target 

when it comes to DoS and DDos attacks. Confidential data 

and essential information from various sources are stored in a 

centralized location, with access facilitated by the Internet. 

This renders Cloud data centers increasingly susceptible to 

attacks [26]. 

 

These attacks are performed to either block access for a 

specific individual, an organization or a government agency. 

The motives can very from extortion to various geo-political 

reasons.  

 

 Man-in-the-Middle Attack (MitM): 

Man Man-in-the-Middle (MITM) exploits may 

seriouslyundermine the integrity of Internet and cloud 

computing systems [29].The attack enables a nefarious 

intruder toinfiltrate and monitor the internal connection 

between the client and the server. This constitutes an active 

assault employing intricate network attack techniques, 

including Dynamic Host Configuration Protocol (DHCP) 

spoofing and Address Resolution Protocol (ARP) [27]. 

 

Some of the major issue that are from MitM attacks is 

data theft. As the hackers siphon private data, including 

identities, banking account details, and card details, as well 

as other confidential organizational information. Moreover, 

altered or modified data can cause financial losses, 

operational disruptions and call into question data integrity, 

privacy violations further leading to reputation damage. 

 

 Virtual Machiene (VM) Based Attacks: 

Cloud system vulnerabilities are exploited by VM based 

attacks to jeopardize data security and interfere with cloud 

services [8]. There are four stages of the virtual machines that 

these assaults can target. 

 

These include Cross-VM Side Channel Attacks (Khan, 

2016 b, pp. 6–7), where attackers extract sensitive 

information like cryptographic keys from co-located VMs by 

analyzing resource usage and timing data from shared 

resources. VM Migration and Rollback, (Khan, 2016 b, pp. 

6–7) attacks data during migration or rollback processes, with 

protective measures including robust security policies. 

Lastly, VMScheduler Based Attacks (Khan, 2016 b, pp. 6–7) 
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exploit scheduler vulnerabilities by enhanced schedulers 

ensuring fairness and security. 

 

 Hypervisor Vulnerabilities:  

Hypervisor Because hypervisors (also known as virtual 

machine managers, or VMMs) allow several computer 

instances and software programs to run concurrently on a 

single host while maintaining isolation between them, they 

present serious security issues. Hypervisors are nevertheless 

vulnerable to attacks even though they are made to be stable 

and resilient [19].  

 

If attackers gain control over a hypervisor, they can 

access and manipulate all associated VMs and data. The 

extensive access provided at the lower layers of the virtual 

machine environment makes VMMs appealing targets for 

hackers [19]. 

 

Additionally, by breaching a VMM, attackers can 

access the hosted apps and underlying physical hardware. 

Well-known attacks like Bluepill and Hyperjacking use 

virtual machine (VM)-based rootkits to compromise or alter 

the hypervisor and take complete control of the system. 

According to Alghofaili et al. (2021a), standard security 

measures frequently fail to identify these breaches since 

hypervisors function beneath the host operating system (pp. 

17–18). 

 

 Insecure API: 

Connecting to other systems at different infrastructure 

layers, such as network, host, and application services, is 

made possible in large part by cloud APIs. These APIs make 

it easier to do things like link cloud infrastructure with apps 

in Software as a Service (SaaS) environments, manage and 

control network and virtual machine (VM) resources in 

Infrastructure as a Service (IaaS), and access cloud-based 

services like storage in Platform as a Service (PaaS) [38].  

 

But if these APIs aren't sufficiently protected, bad 

actors may use them to launch a range of assaults against 

cloud-based apps. The resilience of cloud service providers' 

APIs has a significant impact on their security. An API that is 

badly managed or built may reveal serious flaws that provide 

hackers access to private data and security credentials. This 

may result in breaches when exposed encryption keys are 

used to compromise encrypted client data, breaching 

authentication and access control protocols and jeopardizing 

the data's confidentiality, availability, and integrity 

(Alghofaili et al., 2021a, pp. 17–18). 

 

 Abuse of Cloud Computing: 

Significant security risks to cloud computing include 

inadequate due diligence and misuse of cloud services. Weak 

registration procedures in cloud environments, where anyone 

with a working credit card can register for services, create the 

risk of cloud service abuse by encouraging anonymity, which 

draws in spammers, harmful code writers, and cybercriminals 

who take advantage of the system [31].  

 

On the other hand, Deficient Due Diligence represents 

another critical risk, as many organizations fail to thoroughly 

vet their cloud service providers (CSPs). Even when 

companies have a general awareness of cloud technology and 

security concerns, they often neglect essential evaluations, 

such as reviewing the financial stability of CSPs or verifying 

their operational history, which could prevent significant 

security vulnerabilities [32]. 

 

 Malicious Insiders: 

Malicious Insiders are a substantial and widely 

recognized threat to organizations, particularly in the context 

of cloud computing, where a lack of transparency from cloud 

service providers exacerbates the issue (Aich & Sen, 2015b, 

pp. 155–156).  

 

This threat arises when employees or individuals with 

authorized access to a company’s systems intentionally 

misuse their access to compromise, manipulate, or steal data, 

often without the awareness of clients or the enterprise itself. 

A significant factor contributing to this risk is the cloud 

providers' often opaque processes related to employee access 

and monitoring. Customers may not be informed about who 

within the provider’s organization has access to sensitive 

data, how employee activities are monitored, or how 

compliance with security policies is enforced [32]. 

 

The consequences of such attacks are severe and can 

include data breaches, data loss, or the falsification and 

manipulation of critical information. The challenge lies in 

identifying these threats, as insiders often have the necessary 

permissions to operate, blurring the lines between legitimate 

and malicious activity (Alghofaili et al., 2021a, pp. 17–18). 

 

 Account or Service Hijacking: 

In cloud context, service hijacking is a serious danger 

covering attacks including fraud, phishing, and software 

vulnerability exploitation. Often resulting from inadequate 

management or reuse of passwords and credentials, this risk 

makes it simpler for attackers to have illegal access. Once an 

assailant gets the account information of a client, they can 

interrupt and track activity, change data, provide misleading 

information, or send customers to dangerous websites. The 

stolen account then serves as a launching pad for more 

attacks, therefore greatly increasing the influence of the 

danger [32]. 

 

Some fundamental approaches help to prevent such 

situations by including tight limitations on account 

credentials shared between several services and users. 

Improving security mostly depends on using two-factor 

authentication (2FA) or another strong authentication 

technique. Furthermore, good monitoring mechanisms have 

to be in place to quickly identify illegal activity. To reduce 

risks and guarantee compliance, companies also have to 

completely comprehend cloud service provider privacy 

practices and Service Level Agreements (SLAs) [32]. 

 

 Authntication and Access Control: 

Particularly with regard to illegal access and resource 

abuse, access control and authentication in cloud systems 

provide several difficulties. Driven by its elasticity 

characteristic, one of the main problems results from the fast 

changes in infrastructure configurations in IaaS, 

Infrastructure as a Service. These regular upgrades can make 

current access restrictions obsolete, so cloud apps need agile 

and flexible authentication systems. Furthermore crucial for 
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maintaining effective and current access restrictions are 

appropriate configuration and change management strategies 

[32].  

 

The multi-tenancy feature in IaaS, which enables 

resource sharing among different customers, introduces 

complexities in access management. Authenticated users 

might still gain unauthorized access to shared resources, 

underscoring the need for conflict-resolving access control 

measures. Moreover, IaaS offers flexibility for users to 

configure virtual machines, but this can lead to significant 

security risks if critical security parameters are missed or 

misconfigured. To mitigate such vulnerabilities, role-based 

access control (RBAC) systems are recommended for 

structuring permissions appropriately (Appl. Sci., 2021, 11, 

9005, p. 15) [32]. 

 

When it comes to authentication, many cloud service 

providers rely on simple, single-party methods or offer open 

access without robust multi-user interface authentication. 

This lack of comprehensive, multi-factor authentication 

platforms can expose cloud environments to unauthorized or 

insecure access, further emphasizing the need for improved 

authentication strategies (Appl. Sci., 2021, 11, 9005, p. 15). 

 

 Priviledge Escilation:  

Privilege When an assailant acquires unapproved higher 

privileges, privilege escalation results—that is, access to data 

or commands execution enabled by those higher privileges. 

Two ways this can occur are vertical privilege escalation—

where a user acquires administrative or root-level access—

and horizontal privilege escalation—where an assailant 

accesses resources or data belonging to another user with like 

privileges. As privilege escalation can result in illegal access 

to sensitive data, system configuration modification, 

malicious software installation, or even total system breach, 

its effects are rather noteworthy.  

 

Attackers sometimes utilize social engineering 

techniques to fool honest users into allowing higher access 

permissions, and they frequently take advantage of 

weaknesses in software, misconfigurations, or inadequate 

access restrictions to escalate privileges. Organizations 

should apply the least privilege concept to reduce this risk, so 

ensuring users only have the access required for their tasks, 

routinely patch systems to resolve vulnerabilities, and 

establish role-based access control (RBAC) to restrict 

pointless access.  

 

To add even more protection, multi-factor 

authentication (MFA) ought to be applied—especially for 

administrator accounts. As it can result in major breaches if 

not sufficiently stopped, privilege escalation remains a major 

threat. 

 

 Cross-Site-Scriptig (XSS): 

Often targeting end users' browsers, cross-site scripting 

(XSS) in cloud environments is a security flaw allowing 

attackers to introduce harmful scripts into web apps. XSS 

attacks come mostly in three varieties: Reflected XSS, 

whereby the script is reflected off a web server and executed 

in the user's browser; Stored XSS, whereby the malicious 

script is permanently stored on the server and served to users; 

and DOM-based XSS, whereby the client-side script 

manipulates the Document Object Model (DOM) to execute 

malicious code [33]. 

 

XSS can be especially harmful in cloud systems since it 

can compromise user data, hijack sessions, propagate 

malware, and support phishing efforts. By means of cloud-

based apps, attackers can pilfers session cookies or 

authentication tokens, so acquiring illegal access to private 

data or services (Jang-Jaccard et al., 2014; Alam et al., 2020). 

Particularly in cases when appropriate input validation and 

safe coding techniques are not followed, these weaknesses 

might erode confidence in cloud services, hence causing data 

breaches and financial losses [33]. 

 

 Data Based Attacks: 

Data-Based In cloud systems, data-based attacks are a 

major security issue since they might cause sensitive data to 

be leaked, exposed illegally [34]. The following are some 

important problems pertaining to data-based attack: 

 

 Data Breach: 

Often using security flaws, inadequate access 

restrictions, or insider threats, a data breach is the result of an 

assailant gaining illegal access to private or secret data kept 

on the cloud. Personal, financial, or business data may all be 

extracted with this access [35]. A data breach exposes 

personal and financial information, intellectual property, and 

business-critical data among other serious effects. Especially 

with data protection rules like GDPR, this can have major 

legal and regulatory consequences. Customers losing faith 

might cause long-lasting reputation damage to the company, 

which would result in business losses. With companies under 

more inspection by both consumers and authorities, financial 

penalties, lawsuits, and compliance concerns might also 

follow [35]. 

 

 Data Loss: 

Data loss occurs when data stored in the cloud is 

accidentally or maliciously deleted, corrupted, or rendered 

inaccessible. This can happen due to hardware failure, 

software bugs, malicious attacks, or even human error [35]. 

 

The loss of critical business data can lead to operational 

disruptions, with companies often facing costly recovery 

efforts. If the lost data is not backed up or cannot be restored, 

the organization may lose important business information, 

resulting in financial losses, operational downtime, and 

potential service interruptions. In some cases, a data loss 

incident can also lead to legal consequences, especially if the 

lost data includes customer or regulated data, undermining 

business continuity and customer trust. 

 

 Data Leaks: 

Data leakage—often resulting from poor security 

policies or the exploitation of vulnerabilities—is the illegal 

sharing or communication of private data outside of an entity. 

This can occur via insecure routes including email or cloud 

storage or through insider threats whereby staff members 

either purposefully or inadvertently reveal data [35]. 
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Data leaks have wide-ranging consequences include 

compromise of trade secrets, consumer data, or private 

corporate information. Should the disclosed data contravene 

industry standards or privacy rules, this can result in legal 

fines and regulatory penalties. Moreover, data leaks can 

seriously erode consumer confidence and trust in the 

company, therefore affecting loss of clients, business 

prospects, and reputation. Depending on the type of the 

disclosed material, extreme circumstances could result in 

business espionage or more destructive behaviour.  

 

 Human Error:  

Human Errors are a leading cause of security breaches 

in cloud environments, often resulting from carelessness or 

the failure to adhere to security instructions and guidelines. 

These incidents, known as accidental data breaches, occur 

when cloud users inadvertently expose or compromise 

sensitive information [31].  

 

Common examples include mistakenly sending 

sensitive data via email or SMS to unauthorized recipients, 

unintentionally publishing confidential information on social 

media, or losing physical records, laptops, mobile devices, or 

storage media such as external hard drives and USB drives 

that lack proper security measures like password protection 

[31].  

 

Additionally, failing to log out of secure websites after 

use or neglecting to secure access to cloud accounts can 

create significant vulnerabilities. These human errors can 

have severe consequences, as they expose organizations to 

data breaches that may lead to regulatory penalties, 

reputational damage, and financial loss. 

 

V. VULNERABILITIES IMPACT ON CONFEDENTIALITY, INTEGRITY AND AVAILABILITY (CIA TRIAD) 

 

Table 1 CIA Impact 

Attack CIA Impact Effect Link / Reference 

Insecure APIs Confidentiality, Integrity 
Unauthorized access to data, data manipulation, 

and potential breach of secure communication 

51,52,19 

Data Breach Confidentiality 

 

Exposure of sensitive information, leading to data 

privacy issues and potential data loss 

31,39,40,41 

Misconfigured 

Cloud Storage 

Confidentiality, 

Integrity and Availability 

Data exposure to unauthorized users and risk of 

data being deleted or made inaccessible 

53,54 

Denial of Service 

(DoS) 

Availability Service disruptions, preventing legitimate users 

from accessing cloud applications 

4,37,43 

Virtualization 

Attacks 

Integrity, Availability 

 

Compromised virtual machines, data tampering, 

and possible downtime of cloud services 

6,23,33,55 

Insider Threats 

 

Confidentiality, Integrity, 

Availability 

Data theft, unauthorized data modification, and 

service disruptions 

19,56 

Data Loss 
 

Integrity, Availability 
 

Loss of critical data, impacting business 

continuity and data integrity 

31,39,40,41 

Account Hijacking Confidentiality, Integrity 
Data exfiltration, unauthorized actions, and 

compromised system security 

31,39,40 

Man-in-the-Middle 

(MITM) 
Confidentiality, Integrity 

Eavesdropping, data manipulation, and loss of 

data privacy 

19,27 

Weak Identity 

Management 

Confidentiality, Integrity, 

Availability 

Unauthorized data access, compromised integrity 

of transactions, and potential service outages 

19,57,58 

 

VI. EXISTING SOLUTIONS FOR THE 

VULNERABILITIES 

 

 Data Level: 

Data-level security in cloud environments has employed 

a variety of techniques for reducing the risk of data loss or 

leakage. The primary techniques include encryption 

mechanisms like : TLS (Transport Layer Security), AES 

(Advanced Encryption Standard), and SHA (Secure Hash 

Algorithm)-sensitive data will be stored or transmitted 

securely through these methods. 

 

Data classification is the other technique which actually 

sets the security level according to the sensitivity of data so 

that suitable protection can be enforced. However, the 

encryption technologies are still not matured completely with 

many challenges like performance and implementation issues.  

Also, data classification techniques tend to require a lot 

of resources and so reduce the efficiency of cloud operations.  

 

 Application Level: 

Application level security techniques like Intrusion 

Detection Systems (IDS) and Intrusion Prevention Systems 

(IPS) are quite useful with regards to mitigating Distributed 

Denial-of-Service (DDoS) attacks against cloud applications 

and services.  

 

While these current methods are useful for simple DDoS 

attacks, they struggle against more sophisticated and complex 

attack patterns that are common within a cloud environment. 

This gap hence demands advancement in addressing new 

solutions for the detection and prevention of complex as well 

as unknown threats. 
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Besides, their effectiveness is mostly limited by testing 

environments using little data, thus making it difficult to be 

implemented adequately. Conventional access control and 

identity management systems are also inadequate for good 

safeguarding. To tackle the authentication issues, techniques 

such as Identity Management Systems (IDMS) and 

mechanisms of authentication with AES (Advanced 

Encryption Standard) and MD5 (Message Digest Algorithm 

5) are used. However, such techniques have shortcomings 

concerning the adaptations for the cloud's active and changing 

threat environment [19, 39, 42–46]. 

 

 Network Level: 

Denial-of- Service and Distributed Denial-of- Service 

are common uses for existing security measures including 

Intrusion Detection Systems (IDS) and Intrusion Prevention 

Systems (IPS) at the level of a network. They are backed by 

solutions addressing DNS issues, which heavily rely on 

dynamic firewalls and also IDS into the whole network 

security. 

 

One major disadvantage of many of the DoS and DDoS 

mitigating strategies is that they ignore IP spoofing, a tactic 

often used in such attacks to destroy networks by passing for 

normal tainted traffic. These methods cannot distinguish 

between traffic, actual and dangerous. Most current solutions 

also overlook rather a lot of significant network 

vulnerabilities, including Man-in---the-middle attacks, data 

modification assaults, spoofed DNS IDs, and corrupted data 

attacks—great weaknesses in the network. [ 19, 26]. 

 

 Host Level:  

Host-side mechanisms of intrusion detection and 

monitoring virtual machines (VMs) are common techniques to 

troubleshoot problems related to virtual machines and 

hypervisors. However, they are often specific to certain 

scenarios and depend on well-known attack patterns or 

particular software vulnerabilities. 

 

In this sphere, more advancements could be made to 

tackle more complex threats, especially distributed side-

channel attacks. Security measures of the future must center 

on designing detection and prevention mechanisms that would 

effectively counter these newer, more advanced types of 

attack, not just those that would have been effective against 

the more limited ones now being used. [19, 47-50]. 

 

VII. SCOPE FOR FURTHER RESEARCH 

 

This research focuses on addressing the inadequacies 

limiting the existing cloud infrastructure and suggesting 

mitigation strategies to such concerns. The following are 

critical areas of impact. 

 

 Minimizing Human Errors in Cloud Security: 

Human errors, such as misconfigurations, weak 

password management, and neglecting security best practices, 

are significant vulnerabilities in cloud environments. 

Implement automated configuration management tools, use 

role-based access control to limit permissions, and provide 

extensive training programs for administrators and users to 

reduce human-related security risks. 

 

 Enhancing Intrusion Detection and Prevention Systems 

(IDS/IPS): 

Effective solely for established attack patterns, 

traditional IDS and IPS systems struggle with complex, 

developing threats. Particularly in distributed clouds, they are 

sometimes insufficient in differentiating between good and 

bad activity. 

 

Create adaptive and artificial intelligence-driven 

IDS/IPS able to identify fresh and changing threat paths. This 

covers designing systems able to use real-time threat 

intelligence and dynamically learn from network behaviour. 

Studies on this approach [59] are under progress now.  

 

 Addressing Limitations in Current Security Measures: 

Existing defences, such as firewalls and DNS security 

mechanisms, are not sufficient to combat IP spoofing and 

advanced Denial-of-Service (DoS) or Distributed Denial-of-

Service (DDoS) attacks.  

 

Explore advanced techniques for identifying and 

mitigating IP spoofing, such as anomaly detection using 

machine learning algorithms. Investigate adaptive filtering 

and rate-limiting strategies for network traffic management. 

 

 Improving API Security: 

Insecure APIs remain a weak point, providing a gateway 

for attackers to exploit cloud services.  

 

Emphasize secure API development practices, such as 

implementing strong authentication, encryption, and proper 

access control measures. The research can delve into methods 

for continuous API vulnerability assessment. 

 

 Hypervisor and Virtual Machine (VM) Security: 

Virtualization vulnerabilities, like hypervisor exploits 

and VM-based attacks, pose significant threats due to shared 

hardware resources in cloud environments. 

 

Focus on developing more robust hypervisor security 

techniques, including monitoring systems for real-time threat 

detection and advanced sandboxing methods to isolate VMs 

securely. 

 

 Mitigating Data-Based Attacks: 

Especially considering the growing volume of private 

data kept in the cloud, data breaches, loss, and leaking remain 

major concerns. 

 

Investigate advanced encryption mechanisms, efficient 

data backup strategies, and methods to ensure data integrity 

through blockchain technology or other decentralized 

systems. 

 

 Strengthening Authentication and Access Control: 

Weak identity management systems increase the risk of 

unauthorized access and privilege escalation. 

 

Develop comprehensive multi-factor authentication 

(MFA) strategies and adaptive access control systems that can 

dynamically adjust based on user behaviour and context. 
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VIII. CONCLUSION 

 

This paper has analysed the significant risks associated 

with cloud computing and the advancements aimed at 

mitigating them. Developments in cloud technology are 

expected to persist. Security impacts both the institutions and 

the end consumers. Considering the many and ever growing 

cloud-related threats, the research indicates that a singular 

security strategy will be inadequate. A solution must be 

implemented in the form of a system that integrates advanced 

encryption protection, access control, and continuous 

monitoring. Moreover, due to the transitory nature of 

technology, proactive security research and policy 

implementation should consistently safeguard data 

confidentiality, integrity, and accessibility. 

 

The research emphasizes the necessity of collaboration 

among cloud service providers, the government, and the 

corporation for effective security provision. Emerging 

security challenges stemming from the integration of 

advanced technologies such as artificial intelligence and the 

Internet of Things into the cloud necessitate a novel paradigm 

shift in security. Consequently, proactive measures such as 

investing in research and development and enhancing security 

awareness among many stakeholders are essential to ensure 

the integrity of cloud computing in the future. 
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